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Welcome to gamster.io. Your privacy is important to us, and this Privacy
Policy explains how we collect, use, store, and protect your data when
you use our website and related Web3 services. By accessing or using
gamster.io, you agree to this Privacy Policy.

1. Information We Collect

Due to the decentralized nature of Web3, gamster.io may collect limited
user data. We collect information that may include:
o Wallet Addresses: When connecting a wallet, such as Metamask, we
may store your wallet address but not your personal identity.
e IP Address: For security and monitoring purposes, we may record
your IP address when accessing our services.
o Usage Data: We collect analytics data (such as interactions with the
site) to improve user experience.
e Cookies: Cookies may be used to enhance your experience,
especially in Web2 components.

2. How We Collect Data

We collect data through:
» Blockchain Interactions: Data such as wallet addresses are collected
when you interact with our smart contracts.
e Cookies and Tracking Technologies: We use cookies for session
management and analytics.
e Direct Communication: Information you provide when contacting us
through support channels.

3. Purpose of Data Collection

Your data helps us provide, maintain, and improve gamster.io by:
e Supporting blockchain interactions and transaction history.
e Enhancing security, preventing fraud, and monitoring for compliance.
e Improving user experience through analytics and performance
insights.
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4. Data Sharing with Third Parties

We prioritize data security and only share information in the following
cases:
» Service Providers: We may share data with third-party service
providers for analytics and security.
o Compliance with Law: In case of legal requirements, we may share
necessary information with authorities.
e Business Transfers: If gamster.io is acquired, user data may be
transferred as part of the transaction.

5. Data Security

We implement measures to protect your data, including:
e Encryption: Sensitive data is encrypted when stored.
o Smart Contracts Security: Blockchain interactions are conducted via
audited and secure smart contracts.
e Access Control: Limited access to data is granted to authorized
personnel only.

6. User Rights

Your privacy rights include:
e Access and Correction: You may request access to your data and
update or correct inaccuracies, where possible.
» Withdrawal of Consent: You may disconnect your wallet or stop
using our services if you wish to limit data collection.
Note: Due to blockchain immutability, some data may not be removable
once recorded.

7. Cookies and Tracking

We use cookies for session management and analytics. You can disable
cookies in your browser settings, but this may limit certain
functionalities.
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8. Changes to Privacy Policy

We may update this Privacy Policy periodically. The date of the latest
update will be indicated at the top of this document. Any changes will be
posted on this page.

9. Contact Us

If you have any questions about this Privacy Policy, please contact us at:
Email: support@gamster.io
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